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2) . (sub-
command) 3

3)

4) : ;

5) , [Return]

b Notice “0% Command incomplete.”

Switch# show [+
% Command incomplete.
Switch#
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(Command Syntax Helper)

Premier 3124FG CLI
e . Premier 3124FG
|
| |
show . show
L?!
“Switch# show”
‘o
Switch# show

access-list access list entry
arp Display ARP table entries
clock show current system’'s time
config Show config file information
cpu CPU information
debugging Debugging functions
filter filter setting
flash display information about flash file system
flow-rule flow-rule
interface Interface status and configuration
ip IP information
logging Show all contents of logging buffers

mac-address-table Display MAC address table entries
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mac-count
memory
mirroring
ntp

port
port-group
privilege
qgos
rate—limit
rmon

running-config

service-policy
spanning-tree
stack
startup-config
switchport
system
uptime
users
version
vlans

Switch# show_

MAC count configuration

Memory statistics

Port mirroring configuration

show current ntp status

Port status and configuration

Port-group configuration

Display your current level of privilege

Qos configuration

Display rate-limit control parameters

Remote Monitoring

Current operating configuration

service-policy information

Spanning tree topology

Show stacking information

Show startup config file information

Switching port configuration

Display the system information

Display elapsed time since boot

Display information about terminal lines

Display the system version

VLAN information

show

. show
show

Switch# sho

show Show running system information

Switch# show
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Switch# show p
port
port-group
privilege

Switch# show p_

Display port configuration

Port group information

Display your current level of privilege

Premier 3124FG

CLI

b Notice

. “% Ambiguous command.”

Premier 3124FG

Prefix

Switch# show i

% Ambiguous command.

Switch# show i
ip
logging
Switch# show i_

IP information

Show all contents of logging buffers
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1>

1.
<>: Angle brackets
access-list <1-99> (deny|permit) address
IP access control list <1-99>
0: Braces
qos (cos-queue-map [cos-remarking)
QoS method qos-queue-
map qos-remarking
: Square brackets
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show interfaces [/fname]

|: Vertical bar =

/talic u

Bold m

A.B.C.D = |P

A.B.C.D/M ® |P prefix ( .192.168.0.0/24)
Premier 3124FG Emacs . <

2.

[Ctrl] + [A] =

[Ctrl] + [E] m

[Ctrl] + [B] =

[Ctrl] + [F] u

Backspace u

[Ctrl] + [K] =

[Ctrl] + [U] m

Tab u [tab] prompt

prefix
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[Ctrl] + [P] . 20
[Ctrl] + [N] "
? = prompt

. l?’ ,

] Lk

prefix
Return Spacebar = —- More —- Return line
Q
®  Spacebar , Q
prompt
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Premier 3124FG < 3>
3.
User Switch> u
Privileged Switch# u
Config Switch(config)# u
Interface Switch(config-if-fal)# u

Switch(config-if-vlanl)#

Notice Premier
3124FG .

‘Switch’

Premier 3124FG ,
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enable User Privileged
Privileged

disable Privileged User

configure terminal Privileged Config

interface /fname Config Interface

exit

end Privileged
User
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Premier 3124FG

Premier 3124FG ,

OS image .
(startup-config)
Notice Premier 3124FG
b OS image . Primary OS image
, boot
privileged
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Premier 3124FG
(Out-of-band management).

telnet
telnet
(In-band management).
Premier 3124FG
] CLI .
m TCP/IP Telnet CLI

® SNMP Network Manager

Premier 3124FG

4 telnet
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CLI RJ-45
( terminal emulation )
9 , RS-232 DB9 . Premier 3124FG
SGIM(Switching, Gigabit ethernet I/0 & Management Module)

1> Premier 3124FG

l Out of — band

1. Premier 3124FG

Notice Premier
3124FG .

Telnet

TCP/IP telnet
Premier 3124FG . Telnet ,
ID , IP
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telnet [<ipaddress> | <hostname>] {<port_number>}

Telnet
, telnet User
telnet
<2.9. ! >

SNMP Network Manager

Simple Network Management Protocol (SNMP)
(Network Manager) Premier 3124FG

Notice SNMP < !
.. ! >
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telnet .
. Premier 3124FG ,
, session timeout ,
Access List
b Notice Access List <2.9. ACL>
5.
username user/D nopassword m yserlD Config
®  password
username wuser/D password = yserlD Config
password u password

username user/D password O

password
username user/D password 7 = yserlD Config
password u password
username user/D privilege <0- m yserlD Config
15> nopassword = password

= privilege 15

privilege(enable mode )

username user/D privilege <0- = yserlD Config
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15> password password = privilege 15
username user/D privilege <0- privilege(enable mode )
15> password 0 password

L] password
username user/D privilege <0- = userlD Config
15> password 7 password ® privilege 15

privilege(enable mode )

u password
username user/D timeout <0- ® user session timeout () Config
600> (default 20 )
no username user/D timeout B yser session timeout () Config

m session timeout (20 )
username user/D access-class ® user  Access List Config
access-list-num ®  gccess-list-num : <1-99> ,

standard ip access list

no username user/D access— u user Access List Config
class
no username user/D = userlD Config

= yserlD root
password  default passowrd

Switch# configure terminal
Switch# configure terminal
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Switch(config)# username Ins nopassword
Switch(config)# username test password test
Switch(config)# username admin privilege 15 password admin
Switch(config)# admin timeout 50
Switch(config)# end

Switch # show running-config

!

username Ins nopassword

username test password 0 test

username admin privilege 15 password 0 admin
username admin timeout 50

|

Switch#
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Premier 3124FG

® Enable
- Privileged
]

- telnet

enable password password Privileged Config
no enable password Privileged Config
service password- password encryption mode Config
encryption

no service password- password encryption mode Config
encryption

b Notice <
Privileged

Switch# configure terminal

Switch(config)# enable password Ins
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Switch(config)# end
Switch# show running—config
!
enable password 0 Ins
1
Switch#

encryption
show running-config
Premier 3124FG
encryption

Switch# configure terminal

Switch(config)# service password-encryption
Switch(config)# end

Switch# show running—config

!

enable password 7 xxEp88GxHJIgc

username Ins nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxiz1FI3TBLPs
|

Switch#
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Hostname
Hostname
/Telnet hostname
. Premier 3124FG default “Switch” hostname
7. Hostname
hostname string = Hostname Config
no hostname ® Hostname  default Config
Hostname

Switch# configure terminal
Switch(config)# hostname P3100
P3100(config)# end

P3100#

P3100# configure terminal
P3100(config)# no hostname
Switch(config)# end

Switch#
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SNMP(Simple Network Management

Protocol)

SNMP Network Manager = Management Information Base(MIB)
. Network Manager
. SNMP manager Premier 3124FG

SNMP IP
. 1P <|IP >
8. SNMP
snmp-server contact string ®  System contact Config
snmp-server location string m  System location Config
snmp-server community string = SNMP community Config
[rolrw [access-class number]] B /0 : read only

B w:read write
®  number : Standard IP access-

list <1-99>
Nno snmp-server community string = SNMP Community Config
snmp-server enable traps = SNMP Trap Trap-Host Config
no snmp-server enable traps = SNMP Trap Trap-Host Config
snmp-server trap-host A.B.C.D ® SNMP Trap Host  trap Config
community string community
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no snmp-server trap-host A.B.C.0 ® SNMP Trap Host

Config

SNMP Community

Community string

. Premier 3124FG community string

B Read community strings

u (read-only)

L] public

B Read-write community strings

u (read and write)
u private

Switch# configure terminal

Switch(config)# snmp-server community public ro

Switch(config)# snmp-server community private rw
SWITCH(config)# snmp-server community locuse ro access—class 1
Switch(config)# end

Switch# show running—config

!

snmp-server community public ro

snmp-server community private rw

snmp-server community locuse ro access-class 1

Switch#

b Notice access-class < 2.9.ACL >
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SNMP Trap

trap receiver
Premier 3124FG trap receiver SNMP trap

Switch# configure terminal

Switch(config)# snmp-server enable traps

Switch(config)# snmp-server trap-host 192.168.0.3 community private
Switch(config)# end

Switch# show running-config

!

snmp-server enable traps

snmp-server trap-host 192.168.0.3 community private

|

Switch#

Switch# configure terminal

Switch(config)# snmp-server contact “gil-dong hong. hong@locusnet.com”
Switch(config)# end

Switch# show running-config

snmp-server contact “gil-dong hong. hong@locusnet.com”
Switch#

Switch# configure terminal
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mailto:hong@locusnet.com

Switch(config)# snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”
Switch(config)# end

Switch# show running-config

!

snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”

!
Switch#
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ACL(Access Control List)

(Access Control List)

Telent(vty) SNMP

Premier 3124FG IP , <1-99>
9.
access-list <1-99> u IP Config
{deny|permit} address ®  address ::= {any | A.B.C.D/M}

no access-list <1-199> Config

| |

|

B Access-list ‘permit any’
‘deny any’

m Access-list
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Switch# configure terminal
Switch(config)# access-list 1 permit any
Switch(config)# end

Switch# show access-list

Access-List 1
permit any

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch(config)# end

Switch# show access-list

Access-List 1
deny any

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.3/32
Switch(config)# end

Switch# show access-list

Access-List 1
permit 192.168.0.3/32

Switch# configure terminal
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Switch(config)# access-list 1 permit 192.168.0.0/24
Switch(config)# end
Switch# show access-list
Access-List 1
permit 192.168.0.0/24

Switch# configure terminal
Switch(config)# access-list 1 deny 192.168.0.0/24
Switch(config)# access-list 1 permit any
Switch(config)# end
Switch# show access-list
Access-List 1

deny 192.168.0.0/24

permit any

SNMP

community , snmp

host 10.1.22.247 Access list , shmp

Switch# configure terminal

Switch(config)# access-list 1 permit 10.1.22.247/32
Switch(config)# snmp-server community Ins ro access-class 1
Switch# show running-config

!

snmp-server community Ins ro access-class 1

|

access-list 1 permit 10.1.22.247/32
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Switch#

Telnet

user

192.168.0.0/24 Access list , telnet

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0/24
Switch(config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0/24

|

Switch#
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NTP

NTP

NTP (Network Time Protocol)

, NTP

Coordinated Universal Time (UTC)

. NTP  UDP (User Datagram Protocol)
Greenwich Mean Time

NTP
NTP broadcast-client global
ntp server address = NTP config
u , NTP Client
no ntp server address = NTP Config
u , NTP
Client
ntp rtc [enable[disable] = RTC Config
ntp poll-interval <16- m NTP Config
16284> . (default=64secs)
ntp server <enable[disable> ® NTP Client / Config
show ntp m NTP , privileged
NTP
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NTP

Switch#

Switch# configure terminal

Switch(config)# ntp server 192.168.0.254

Switch(config)# ntp poll-interval 100

Switch(config)# end

Switch#

Switch# show ntp

HHAHAHAH P H A AR AR
Current time : Sat Mar 18 09:20:04 2000

B B e e R e e
Poll interval : 100

NTP Status : Active

NTP RTC_SET : Inactive

The list of NTP Server is below.

HHHAHAHAH P H A AR AR
[1] 192.168.0.254

Switch#
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